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06 3TOM MacTep-KJiacce

« CTpYKTYpa npunoxeHun alert action
* lcnonb3oBaHMe Splunk Add-On Builder

 [IpUMeHAEeMble TEXHOJIOTUM:
- HeMHoro python

 /loNONHMTENBHO: B3aMMOJAEUCTBUE CO
Splunk ¢ nomoubto REST API

https://www.gotomeet.me/vbtrend-alert
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Custom Alert Action API

« Custom alert action APl gns cospgaHus npunoxeHun Tvna alert
action

* [lo3BoNseT pacnpocTpaHATb UX Yyepe3 Splunkbase

* [lonb3oBaTenM nosy4arwT BO3MOXHOCTb  MCMOJIb30BaHMA U
KOHMUrypmpoBaHMA HoBbIX alert action yepes Splunk Web
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[app_name] CTpyKTypa AMPEKTOpUM

appserver
static
[app_icon].png // KapTMHKa MKOHKM C NOroTUMNOM
bin
[custom_alert_action_script] * // JlorMKka: CKpMNAT MK UCNOJTHAEMbIN bamn
default
alert_actions.conf * /1 KoHdurypauma: O6bvasneHue custom alert action
app.conf * /1 KoHuUrypauma npuioeHusa
restmap.conf // TlpaBnna Banngaumm nosib3oBaTe/IbCKUX NapamMeTpoB
setup.xml // CTpaHuMua A/18 HACTPOMKM F/106a/IbHbIX MapamMeTpoB
data
ui
alerts
[custom_alert_action].html * // UHTepdenc nonb3oBaTtens Ans
// yCTaHOBKM 3HAaY€HMM NapaMeTpoB
metadata
default.meta // Jkcrnopt
README

alert_actions.conf.spec  // OnucaHue rnobasnbHbIX NapaMeTpoB
savedsearches.conf.spec // OnucaHue rnonb3oBaTesIbCKUX NapameTpoB
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alert actions.conf

is_custom boolean NHAMKATOP TOro, YTo B MPUJIOKEHMMU peanmsyeTca custom
alert action (ycraHaBnmBaetca B 1)

label text OTobparkaeMoe B MHTepdence Mma action

icon_path text OTHOCUTENbHOE pacnosioxKeHue damnna applcon.png MKOHKM

aaaoHa (SSPLUNK_HOMES/etc/[app]/appserver/static/),
pekoMeHayeTca 48 x 48 px PNG

alert.execute.cmd text MMsi/ pacnosioxkeHme CKpunTa UM UCnoaHsemoro damna,
3amnycKaemoro npu cpabaTbiBaHMM

payload_format (xml | json) dopmat nepesaym napaMeTpoB B CKPUNT

param.[param_name] Monb3oBaTeIbCKME NapaMeTpbl, 3HAYEHUA KOTOPbIX
nepeAatnTcs B CKpUNT

JononHutenbHble napameTpsbl: http://docs.splunk.com/Documentation/Splunk/7.0.0/Admin/Alertactionsconf
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alert actions.conf

$SPLUNK_HOMES$/etc/apps/ [name] /default/alert_actions.conf

[logger]
is_custom = 1 < S
label = My Alert Action < >localhost:8089</ >
icon_path = myicon.png < >https://localhost:8089</ >
payload_format = json < >1234512345</ >
disabled = @ < >
# Custom params /opt/splunk/var/run/splunk/12938718293123.121/results.csv.gz
param.foo = bar </ >
param.paraml = I can use a toker < >
http://splunk.server. local:8000/en-US/app/search?sid=12341234.123
</ >
<-10>12341234.123</- >
< >My Saved Search</ >
< >admin</ >
<-pp>search</ 0>
< >
< name="[my_custom_alert]">
< name=" [param_name_1]">[some valuel</ >
< name="[param_name_2]">[other valuel</ >
</ >
</ >
</ >
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[custom_alert_action_script]

Windows platforms *Nix platforms

filename.bat filename.sh

filename.cmd filename.py

filename.py filename.js

filename.js filename (executable file without an
filename.exe extension)

Pacnonoxenue damna: SSPLUNK_HOMES/etc/apps/[myapp]/bin/
MMA CKpunTa caiegyeT HasbiBaTb TaKXKe, Kak KoOHpUrypaumio B alert_action.conf
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savedsearches.conf

- Cogepr<art 3HaYeHMA MoJib3oBaTe/IbCKMX MapaMeTpoB KOHKpeTHOro alert action
- MMeloT npuopuUTeT HaZ 3HAYEHMAMU NapaMeTpos B alert_action.conf

alert_actions.conf.spec, savedsearches.conf.spec

- CopeprkaT onucaHue napaMeTpoB, HacTpamBaeMbix B alert_actions.conf u savedsearches.conf
- Spec-dannbl cayxaTt N8 JOKYMEHTUPOBAHUA M BanuaaumMm KOHPUIypaLMOHHbIX dannos

restmap.conf

- CopepkaT npaBuaa BasMaaumm A1 NapameTpoB
- [poBepsATCA 3HAYEHUA NApaMeTPOB, €C/IM YCJIOBUSA HE BbIMOJIHEHbI, OTOBpPAXKAETCA COOBLIEHUE

1 [validation: savedsearches]
2 action.webhook.param.url = validate( match('action.webhook.param.url', "~https?://[*\s]+$"), "Webhook URL is invalid")

AononHutenbHaa MHgpopmayma:
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Onpeaensietca B HTML-cbanmne:
PacnosioxeHue:

Email Normal v

oo Message The alert condition for 'Sname$§' was
riority

triggered.

Lowest

Subject

Low

////)'

Message 1 v Normal
1

High

Highest

# | 65a637 [ ]

1 < class="control-group">
Type HTML & Plain Text Plain Text 2 < class="control-label" for="my_text_area">Message</ >
3
4 < class="controls">
5 < type="text" name="action.myalert.param.message" id="my_text_area" />
6 < class="help-block">
7 Text of the message to be sent
8 </ >
9 </ >
10 </div>
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[lpouecc co3gaHUA

|§£)\ Custom Alert Action

L Oo6baBnaem alert action 1 ero cBoMcTBa

L Onpeaensem napaMeTpbl U HPOPMMPYEM
NoJIb30BaTE/IbCKUU MHTEPdENC

L CKpMNT C JIOTMKOM peaKkumm
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Telegram

Bots - CTOpOHHee npunoxeHue, padoTtatulee BHYTpH Telegram. lNonb3oBaTtenm
MOTYT B3aMMOJENCTBOBATb C 60TOAaMM, OTMPaBAAA UM COOOLLEHM M KOMaHAbI.
boTta MOXXHO KOHTpO/IMpoBaTb, Mcnosib3ysa HTTPS 3anpochl K

Bot APl - HTTP-based uHtepdenc, cozaaHHbiM Ana pa3paboTyMKoB 6OTOB
Telegram.

Channels - cpeacTBO A/19 LUMPOKOBELLATENIbHOM PACCHIJIKM COOBLLLEHUM
ornpeAeneHHoOM ayauTopUMn.
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Token
Chatld

Message

Disable notification
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[lapameTpbl

A1 NpOrpaMMHOro B3amMmoaencTems ¢ Bot API

MAEHTUMDMKATOP KaHasla, B KOTOPbIM HEOBXOAUMO
OTNPaBAATb COOOLLEHUS

oTrnpas/iAeMoe coobLleHue

noJsib3oBaTe/ I ByayT NoayyaTb COOBOLEHMA
6€e3 3BYKOBOIro CMrHasa
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Add-on Builder

Splunk Add-on Builder - npunoxeHue ana cosganHma TA ana Splunk
Enterprise.

- MacTtep, npoBoaALLMM NO BCEM LLIAramM cosgaHma addon

- YMeHbluaeT BpeMA pa3padboTKu

- [lomoraet cnegosatb Best Practice 1 Naming Conventions
- [lo3Bonset co3paBaTtb Alert Action u Modular Input

Splunk Add-on Builder: https://splunkbase.splunk.com/app/2962/
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